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Who is CIS?
(The Center for Internet Security)



Mission and vision

Mission

Make the connected world a safer place by developing, validating, 
and promoting timely best practice solutions that help people, 
businesses, and governments protect themselves against 
pervasive cyber threats. 

Vision

Leading the global community to secure our ever-changing 
connected world.



About the Center for Internet Security (CIS)

Independent 
and trusted

Proven and 
effective

Collaboration Operational 
expertise

Sustainable



CIS Security best practices
Preventative Cybersecurity Resources

Consensus-developed secure configuration guidelines for hardening

Prescriptive, prioritized, and simplified cybersecurity best practices 



CIS Controls Version 8.1
18 Top-Level Best Practices Containing 153 Prioritized Safeguards

• IG1 – Essential cyber hygiene

• IG2 – Moderate resources and 

expertise

• IG3 – Significant resources 

and expertise



Community Defense Model (CDM) v2.0
MITRE ATT&CK mitigation

https://www.cisecurity.org/insights/white-papers/cis-community-defense-model-2-0



CIS Benchmarks
Consensus-Developed Secure Configuration Guidelines

• More than 100 CIS Benchmarks across 25+ 
vendor product families

• Recognized by industry frameworks
– DoD Cloud Computing SRG, FISMA, FedRAMP, 

PCI DSS
• Community-developed

– CIS members, subject matter experts, security 
community experts, technology vendors

• Prescriptive instruction 
– Step-by-step list to apply configurations
– Rationale on “why” the configuration is 

recommended
– Impact the configuration will make

• Mapped to CIS Controls



Why did Nerdio and CIS partner?

• CIS is highly respected globally when it comes to defining 

security.

• Nerdio is an innovative organization that helps to build 

successful cloud practices with Microsoft.

• Compliance Frameworks align to Controls and Benchmarks.

• The partnership can help our customers reduce attack surface 

and achieve compliance in an easy manner.





Foundations for compliance
CIS takes a collaborative approach to compliance by developing resources that work well with existing 
security frameworks.



CIS Controls Navigator v 8.1



The shared responsibility model 
How CIS resources help you meet those responsibilities



Problems IT Admins encounter

• Told by leadership, they need to secure IT stack 

and meet X, Y, Z compliance.

• Not knowing where to begin, best practices that 

should be followed. Enter CIS Benchmarks.

• CIS Benchmarks for Windows 11/Server OS has 1300+ pages of settings 

they need to sift through, determine which are appropriate, and then 

executing them takes a long time.

• Do it yourself approach leads to mistakes, hard to maintain, requires 

Ancible, Chef, IaC knowledge







CIS Benchmarks profiles

• Base recommendation, 
non-performance 
impacting

• General 
corporate/enterprise 
environment usage

• Ensures functionality 
remains unaffected

• Extends Level 1 settings

• For high-security or 
sensitive data 
environments

• More strict security 
controls

• May impact useability

• Used primarily by 
government agencies, 
DOD agencies, highly 
regulated industries

LEVEL

1
LEVEL

2
LEVEL

3





We've made a Windows 11
Multi-session CIS Hardened Image
for the world to use but 
what's the NERDIO advantage?



What’s the Nerdio special sauce?

 When you use CIS Hardened Images with Nerdio, we can do 

"in-place patches" of CIS Benchmarks as they are released 

which means you don't have to go and redo you image every 

time there is a change in Benchmarks!  

Value:

1. Tremendous time saved from not needing to rebuild images

2. Integrated to DevOps Pipeline for Image updates

3. Faster user acceptance testing/security testing

4. Re-image session hosts much quicker with latest updates

5. CIS HIs gets you to CMMC, HIPAA, PCI-DSS, FedRAMP +



Old pricing New pricing (April 2025)

Azure VM vCPU 1 Core $0.0225 $0.010

Azure VM vCPU 2 Cores $0.0225 $0.010

Azure VM vCPU 4 Cores $0.0225 $0.020

Azure VM vCPU 8 Cores $0.0225 $0.025

Azure VM vCPU 12 Cores $0.0225 $0.030

Azure VM vCPU 16 Cores $0.0225 $0.035

Azure VM vCPU 20 Cores $0.0225 $0.045

Azure VM vCPU 32 Cores $0.0225 $0.050

Azure VM vCPU 48 Cores $0.0225 $0.055

Azure VM vCPU 64 Cores $0.0225 $0.060

CIS Hardened Image cost



Demo of CIS Hardened Images



How to position CIS Hardened Images

• $0.01-$0.02 an hour-$4 a month per session host (auto-scaled for 50 
hours) or $7-$16 a month if running (24/7), often time comes out to be less 
than $1/user

• During image setup, educate and spend time talking about the benefits of 
Hardened Images

• If the customer belongs in a compliance driven industry, ask if they need 
evidence of compliance. Each HI comes with CIS-CAT report that shows 
how close they are to CIS Benchmarks

• Assume they need this, because they should. No longer a nice to have. 
~23% to 97% compliant 



Not just Hardened Images!
What about physical 
endpoints?



Nerdio CIS Policy Baselines for Intune

All this goodness is not only for AVD and Hardened Images. CIS Policy 

Baselines in Nerdio also allow you to harden any Windows 10/11 

Endpoint using L1 policies deployed by Intune and PowerShell—using 

FREE, official policies from CIS. On request, we can produce a CIS CAT 

report showing results.

Value:

1. Tremendous time saved from not needing to implement manually

2. Support for L2 Windows, iOS, Android, Office coming soon

3. Faster user acceptance testing/security testing

4. Vanilla Windows is 24% Compliant, CIS Policy Baselines gets you to 97%

5. Nerdio CIS Policy Baselines gets you to CMMC, HIPAA, PCI-DSS, FedRAMP +



Nerdio’s CIS partnership

Intune Policy Baselines Future releases
✓ For AVD Hosts/Images/Servers

✓ $.010 - $.025 per hour per VM 
additional cost ($7-$16/month 
or $2-$4/month if Autoscale 
~50 hours)

✓ “Easiest” button

✓ Deploy from marketplace 

✓ Billed through Azure

✓ Instant CIS compliance

✓ Endpoint hardening

✓ Intune and Powershell 
delivered

✓ Nerdio exclusive in-product 
baselines

✓ Can take a “Vanilla” Windows 
deployment from 24% 
compliant to 97% compliant 
with just policies

✓ No extra cost in Nerdio 
Manager

✓ Official and Certified from CIS

✓ Baselines for other OS(s)

✓ MacOS for endpoint

✓ iOS, iPadOS

✓ Android

✓ MS Office

✓ CIS-CAT integration

✓ CIS Benchmark updates

Hardened Images



Let's collaborate

• Partnering with CIS can help you:

o Strengthen your security offerings to 
protect clients and streamline 
compliance

o Reduce risk and meet industry regulation

o Secure cloud environments using 
Hardened Images and best practices

o Stay ahead of cyberthreats, while 
delivering value to customers

• You don't have to do it alone. Let's work 
together to secure the connected world. 

• Contact us today to explore a CIS 
partnership.



Q&A



Thank you
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