


Fix it or forfeit: 
The ultimate AVD 
challenge



Agenda Learn a bit about your hosts

Explain the rules of the game

Play the game and learn along the way

Announce the prizes



MSP Escalation Engineer

Frequently found in the NMM Forums
Nerdio fan since 2021 & employee since 2024
Has been described as "a quiet wildcard"

Dave Stephenson



NMM Product Manager

Joined Nerdio in 2016
AZ-140 (AVD Specialty) and AZ-104 certified
Known to crack under pressure during 
gameshows

Chuck Mikuzis



It’s okay not 
knowing all 
the answers!



Unified Application Management (UAM)

Source

Public Winget repository
• Linked by default in Nerdio
• Hosted in github
• 1,000s of common 

applications available
o Windows
o Android
o iOS
o MSStore*

Private Repo
• Managed by you!
• Can be linked in Nerdio
Shell Apps available
• Private and public Repos

Delivery

Intune
• Deployment policy created 

via Nerdio
• Creates a policy and 

installs/updates/uninstalls 
via winget as “system” user

VM extension for Azure VMs
• Custom VM extension
• Requires powershell and 

winget to be permitted
• Can install/update/uninstall 

apps
“Groups” available
• Apps can be “grouped”

Target

Intune
• Physical devices
• Users and groups
• Mobile devices

VM Extension
• AVD
• Server VMs
• Users/Groups assigned to 

AVDs
• Immediate or during 

maintenance window





Unified Application Management (UAM)
What can go wrong? (Computers never break)

App not present

Check the “Deployment 
Status” in Nerdio
• Policies for AVD can take up 

to 15 minutes to detect
• Intune can take hours
App does not support a silent 
install. 
• Winget [install/remove] --id 

[Application.ID] --silent

System requirements not met

OS Supported
• Win10/11
• Server 2019+
• Android
• iOS

Winget available in Windows 
OS (present by default)

Powershell is available on 
Windows OS

Errors in Nerdio

Attack surface reduction or AV 
disruptions
• Blocking Powershell 

(PSEXEC) or WMI 
• Scripts being blocked
• Exclusion details on Nerdio 

help sites
For other errors, email Nerdio 
support:
• NMM: 

nmm.support@getnerdio.com
• NME: 

nme.support@getnerdio.com



Anatomy of FSLogix

• Microsoft’s recommended profile solution for AVD

• Microsoft product since 2018

• Not limited to AVD/VDI, can be used on-prem

• Made up of 3 core components

o Storage

o FSLogix service

o User container

FSLogix troubleshooting

20%+ of all 2024 Nerdio support cases involved FSLogix



Storage

• File share where the user’s 

FSLogix container 

(VHD/VHDX) will be stored

• Options for storage:

o Azure Files

o File Server

o Azure NetApp Files

o Blob storage (Entra ID)

FSLogix troubleshooting

• Potential storage issues

o Performance (IOPS)

• Use Premium Azure files, 

premium disks.

o Share permissions

• SMB Share contributor role 

for Azure Files, read/write to 

the share for Fileserver

o Space constraints (full storage)

o Utilize Nerdio’s auto-scale!



FSLogix service

• Service runs on session host

• Nerdio can install/configure/maintain versions for you

• Does not need to be running where the user doesn’t login

• Includes App Masking to set app permissions/hide applications

Potential Service issues

• Service not running

o Users login with a “blank” profile

• Slow Login

o Potential machine resource exhaustion (CPU/Memory/IOPS)

o AV/EDR scanning taking place on user profile

• Add exceptions as needed

• Misconfigured registry settings

o Configure it via Nerdio’s UI

o Understand the impact of changes

FSLogix troubleshooting



User container

• Profile stored in VHD/VHDX file

• Mounted/unmounted from the file share to session upon login

• Default settings store all profile contents within VHD(x) file

o Exclusions can be enabled to direct data to other locations

o Office container available but not recommended

• Cloud Cache an app option for user profiles

o Caches a local copy of profile

o Impacts performance

• Common errors/issues

o Profile locked

o Container size limit reached (SizeInMBs)
• 30GB Default limit

o Permission issue reading/writing to share

• Errors specific to a single user point to a container issue

o Corrupted files will have “corrupted” in file name

FSLogix troubleshooting



Common Entra ID “gotchas”

RoamIdentity

Prompt to sign-in to Office 
Apps on every logon

RDP from device in the 
same Entra tenant



Common Entra ID “gotchas”

Single sign-on Computer Auth for FSLogix



Azure changes



Attack Surface Reduction



Dos and Don’ts of desktop images

• Install Windows updates

• User a single local admin account

• Make sure you've set up a Local 

Admin account in Nerdio

• Set up notifications for set as 

image failures

• Join images to your identity provider

• Install apps from the Microsoft Store 

and/or in a per-user context

• Install your security software

• Enable Bitlocker

• Manually Sysprep your desktop 

image VM



Can I update my desktop images?

Officially Unofficially



How does 
the game 
work?



Go to flexiquiz.com/live and enter the access code

or scan 

the QR 

code

Enter a 

name and 

wait for the 

quiz to start



Question #1
An easy throwaway question



Question #1
An easy throwaway question

-200 Points

100 Points

1 Point

1 Point



And now, a word from 
our sponsors



Forums



User Experience OS + Applications
Endpoint/

Intune
Infrastructure

AVD 
Resources

Identity

Performance right-
sizing

End-user access to 
AVD

AVD Desktop 
management

AVD Insights

Application 
management

Microsoft 
Teams/Office

Advanced FSLogix

Image 
management

Conditional access 
policy management

Configuration profile 
management

CIS Benchmark 
adoption

Intune adoption 
guidance

VM performance

AVD networking

Azure files

Windows 365

Host pool

FSLogix

Cost management

AVD agent

Entra

Active Directory

Entra Connect

Entra Domain
Service

N E R D I O  E N H A N C E D  S U P P O R T

Starting at $300/month 

C O V E R A G E  I N C L U D E S :  

• Azure & applications
• AVD/Windows 365

• Modern Work

Contact your Nerdio representative for 

details and sign up today!

Got out-of-scope requests? Our Microsoft 

Certified Experts can help—no need to 

contact Microsoft support!

*Program requires 1 year commitment. Pricing is a percentage of your monthly Nerdio license spend. Successful resolution of your ticket is not 
guaranteed and will be based on our team’s best efforts. Exclusions may apply. 



CS+
Enterprise

Standard Plus

Pricing Included 20% of monthly bill

Technical support 7 am to 7 pm local hour support, website form with 
email response

Access 24/7/365. Dedicated phone support or 
submission via website form with email response. 

SLA 4 hours or less

Priority 1 — (1 hour SLA): Critical incidents or 
requests threaten business continuity

Priority 2 — (1 hour SLA): High-priority issues impact 
critical services, affecting multiple users

Priority 3 — (4-hour SLA): Medium-priority issues 
affecting specific users or services

Priority 4 — (4-hour SLA): Low-priority issues have 
minimal business impact

Technical account 
management None Designated technical account manager

Technical training

• Product documentation & knowledge base
• Technical videos 
• Certification courses 
• In-person training at Nerdio Training Camps 

Instructor-led remote training, up to four two-hour 
sessions (plus all features included in Standard)

Customer success services
• Self-guided onboarding
• 30-day go-live success sync
• New feature educational webinars

• Designated customer success manager
• Live onboarding sessions over the first 90 days
• Recurring success syncs
• Quarterly business reviews 





Q&A





It’s a tie



Q&A



Access the quiz answers 



Thank you!
Don't forget to 
fill out your 
breakout survey.
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